International Journal of Scientific & Engineering Research, Volume 7, Issue 5, May-2016 490
ISSN 2229-5518

Enhanced privacy policy settings for user-
uploaded images on content sharing sites

Ashwini N, Anmol Shyam, Hasan Matheen Baig, Tarun Kumar, Shreyas K S

ABSTRACT: With the increasing volume of images users share through social sites, maintaining privacy has become a major
problem, as demonstrated by a recent wave of publicized incidents where users inadvertently shared personal information. In
light of these incidents, the need of tools to help users control access to their shared content is apparent. Toward addressing this
need, we propose an Adaptive Privacy Policy Prediction (A3P) system to help users compose privacy settings for their images.
We examine the role of social context, image content, and metadata as possible indicators of users’ privacy preferences. We
propose a two-level framework which according to the user’s available history on the site, determines the best available privacy
policy for the user’s images being uploaded. Our solution relies on an image classification framework for image categories
which may be associated with similar policies, and on a policy prediction algorithm to automatically generate a policy for each
newly uploaded image, also according to users’ social features. Over time, the generated policies will follow the evolution of
users’ privacy attitude. We provide the results of our extensive evaluation over 5,000 policies, which demonstrate the

effectiveness of our system, with prediction accuracy over 90 percent.

I INTRODUCTION

Images are now one of the key enablers of users’
connectivity. Sharing takes place both among previously
established groups of known people or social circles (e.g.,
Google+, Flickr or Picasa), and also increasingly with
people outside the users social circles, for purposes of social
discovery-to help them identify new peers and learn about
peers interests and social surroundings. However,
semantically rich images may reveal content sensitive
information. Consider a photo of a student’s 2012
graduation ceremony, for example. It could be shared
within a Google+ circle or Flickr group, but may
unnecessarily expose the student’s family members and
other friends. Sharing images within online content sharing
sites, therefore may quickly lead to unwanted disclosure
and privacy violations. Further, the persistent nature of
online media makes it possible for other users to collect rich
aggregated information about the owner of the published
content and the subjects in the published content. The
aggregated information can result in unexpected exposure
of one’s social environment and lead to abuse of one’s
personal information. Most content sharing websites allow
users to enter their privacy preferences. Unfortunately,
recent studies have shown that users struggle to set up and
maintain such privacy settings. One of the main reasons
provided is that given the amount of shared information
this process can be tedious and error prone. Therefore,
many have acknowledged the mneed of policy
recommendation systems which can assist users to easily
and properly configure privacy settings. However, existing
proposals for automating privacy settings appear to be
inadequate to address the unique privacy needs of images,
due to the amount of information implicitly carried within
images, and their relationship with the online environment
wherein they are exposed. In this paper, we propose an
Adaptive Privacy Policy Prediction (A3P) system which
aims to provide users a hassle free privacy settings

experience by automatically generating personalized
policies. The A3P system handles user uploaded images,
and factors in the following criteria that influence one’s
privacy settings of images:

II LITERATURE SURVEY

As in the paper [1] “Over exposed privacy patterns and
considerations in online and mobile photo sharing”,
sharing personal media online becomes easier and widely
spread, new privacy concerns emerge - especially when the
persistent nature of the media and associated context
reveals details about the physical and social context in
which the media items were created. In a first-of-its-kind
study, we use context-aware camera phone devices to
examine privacy decisions in mobile and online photo
sharing. Through data analysis on a corpus of privacy
decisions and associated context data from a real-world
system, we identify relationships between location of photo
capture and photo privacy settings. Our data analysis leads
to further questions which we investigate through a set of
interviews with 15 users. The interviews reveal common
themes in privacy considerations: security, social
disclosure, identity and convenience. Finally, we highlight
several implications and opportunities for design of media
sharing applications, including using past privacy patterns
to prevent oversights and errors.

As in the paper [2] “Privacy suites: shared privacy for social
networks”, creating privacy controls for social networks
that are both expressive and usable is a major challenge.
Lack of user understanding of privacy settings can lead to
unwanted disclosure of private information and, in some
cases, to material harm. We propose a new paradigm which
allows users to easily choose suites" of privacy settings
which have been specified by friends or trusted experts,
only modifying them if they wish. Given that most users
currently stick with their default, operator-chosen settings,
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such a system could dramatically increase the privacy
protection that most users experience with minimal time
investment.

As in the paper [3] “Sheepdog: groups and Tag
Recommendation for Photos by Automatic Search-based
Learning”, Online photo albums have been prevalent in
recent years and have resulted in more and more
applications  developed to  provide convenient
functionalities for photo sharing. In this paper, we propose
a system named Sheepdog to automatically add photos into
appropriate groups and recommend suitable tags for users
on Flickr. We adopt concept detection to predict relevant
concepts of a photo and probe into the issue about training
data collection for concept Cclassification. From the
perspective of gathering training data by web searching, we
introduce two mechanisms and investigate their
performances of concept detection. Based on some existing
information from Flickr, a ranking-based method is applied
not only to obtain reliable training data, but also to provide
reasonable group/tag recommendations for input photos.
We evaluate this system with a rich set of photos and the
results demonstrate the effectiveness of our work.

As in the paper [4] “Personalizing Image Search Results on
Flickr”, The social media site Flickr allows users to upload
their photos, annotate them with tags, submit them to
groups, and also to form social networks by adding other
users as contacts. Flickr offers multiple ways of browsing or
searching it. One option is tag search, which returns all
images tagged with a specific keyword. If the keyword is
ambiguous, e.g., “beetle” could mean an insect or a car, tag
search results will include many images that are not
relevant to the sense the user had in mind when executing
the query. We claim that users express their photography
interests through the metadata they add in the form of
contacts and image annotations. We show how to exploit
this metadata to personalize search results for the user,
thereby improving search performance. First, we show that
we can significantly improve search precision by filtering
tag search results by user’s contacts or a larger social
network that includes those contact’s contacts. Secondly,
we describe a probabilistic model that takes advantage of
tag information to discover latent topics contained in the
search results. The wusers’ interests can similarly be
described by the tags they used for annotating their images.
The latent topics found by the model are then used to
personalize search results by finding images on topics that
are of interest to the user.

IV Current challenges:

Our work is related to works on privacy setting
configuration in social sites, recommendation systems, and
privacy analysis of online images.

Privacy Setting Configuration:

Several recent works have studied how to automate the
task of privacy settings. Bonneau et al. proposed the
concept of privacy suites which recommend to users a suite
of privacy settings that “expert” users or other trusted

friends have already set, so that normal users can either
directly choose a setting or only need to do minor
modification. Similarly, Danezis proposed a machine-
learning based approach to automatically extract privacy
settings from the social context within which the data is
produced. Parallel to the work of Danezis, Adu-Oppong et
al. develop privacy settings based on a concept of “Social
Circles” which consist of clusters of friends formed by
partitioning users’ friend lists. Ravichandrantal studied
how to predict a user’s privacy preferences for location-
based data (i.e., share her location or not) based on location
and time of day. Fangetal proposed a privacy wizard to
help users grant privileges to their friends. The wizard asks
users to first assign privacy labels to selected friends, and
then uses this as input to construct a classifier which
classifies friends based on their profiles and automatically
assign privacy labels to the unlabeled friends. More
recently, Klemperer et al. studied whether the keywords
and captions with which users tag their photos can be used
to help users more intuitively create and maintain access-
control policies. Their findings are in line with our
approach: tags created for organizational purposes can be
repurposed to help create reasonably accurate access-
control rules. The aforementioned approaches focus on
deriving policy settings for only traits, so they mainly
consider social context such as one’s friend list. While
interesting, they may not be sufficient to address challenges
brought by image files for which privacy may vary
substantially not just because of social context but also due
to the actual image content. As far as images, authors in
have presented an expressive language for images
uploaded in social sites. This work is complementary to
ours as we do not deal with policy expressiveness, but rely
on common forms policy specification for our predictive
algorithm. In addition, there is a large body of work on
image content analysis, for classification and interpretation,
retrieval, and photo ranking, also in the context of online
photo sharing sites, such as Flickr. Of these works, Zerr's
work is probably the closest to ours. Zerr explores privacy-
aware image classification using a mixed set of features,
both content and meta-data. This is however a binary
classification (private versus public), so the classification
task is very different than ours. Also, the authors do not
deal with the issue of cold-start problem.

V EXISTING SYSTEM:

Most content sharing websites allow users to enter their
privacy preferences. Unfortunately, recent studies have
shown that users struggle to set up and maintain such
privacy settings. One of the main reasons provided is that
given the amount of shared information this process can be
tedious and error-prone. Therefore, many have
acknowledged the need of policy recommendation systems
which can assist users to easily and properly configure
privacy settings.

VIMOTIVATION
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Sharing images within online content sharing sites,
therefore may quickly lead to unwanted disclosure and
privacy violations. Further, the persistent nature of online
media makes it possible for other users to collect rich
aggregated information about the owner of the published
content and the subjects in the published content. The
aggregated information can result in unexpected exposure
of one’s social environment and lead to abuse of one’s
personal information.

VIIPROPOSED SYSTEM:

In this paper, we propose an enhanced privacy settings
(A3P) system which aims to provide users a hassle free
privacy settings experience by automatically generating
personalized policies. The A3P system handles user
uploaded images, and factors in the following criteria that
influence one’s privacy settings of images: The impact of
social environment and personal characteristics. Social
context of users, such as their profile information and
relationships with others may provide useful information
regarding users’ privacy preferences. For example, users
interested in photography may like to share their photos
with other amateur photographers. The role of image’s
content and metadata. In general, similar images often
incur similar privacy preferences, especially when people
appear in the images. For example, one may upload several
photos of his kids and specify that only his family members
are allowed to see these photos.

Our work is related to some existing recommendation
systems which employ machine learning techniques. Chen
et al. proposed a system named Sheepdog to automatically
insert photos into appropriate groups and recommend
suitable tags for users on Flickr. They adopt concept
detection to pre edit relevant concepts (tags) of a photo.
Choudhury et al. proposed a recommendation framework
to connect image content with communities in online social
media. They characterize images through three types of
features: visual features, user generated text tags, and social
interaction, from which they recommend the most likely
groups for a given image. Similarly, Yuetal. proposed an
automated recommendation system for a user’s images to
suggest suitable photo-sharing groups. There is also a large
body of work on the customization and personalization of
tag-based information retrieval, which utilizes techniques
such as association rule mining. For example, proposes an
interesting experimental evaluation of several collaborative
filtering algorithms to recommend groups for Flickr users.
These approaches have a totally different goal to our
approach as they focus on sharing rather than protecting
the content.

Advantages of Proposed System:

The A3P-core focuses on analyzing each individual user’s
own images and metadata, while the A3P-Social offers a

community perspective of privacy setting
recommendations for a user’s potential privacy
improvement. We design the interaction flows between the
two building blocks to balance the benefits from meeting
personal characteristics and obtaining community advice.

VIII RESULTS

Users can view the images based on the policies that they
are entitled to.

PRIVACY POLICY INFERENCE OF USER-UPLOADED
IMAGES ON CONTENT SHARING SITES

Welcome to Admin

Image Added By irajv

Image Poicy -All

Figure:1 Policy of images.

The admin has privilege to view the search history of all the
users, as shown in the figure below.

PRIVACY POLICY INFERENCE OF USER-UPLOADED
IMAGES ON CONTENT SHARING SITES

T -

List Of Users !!!
Welcome to Admin

Date & Time

1371272012
17/08/2015
16:58:30

17/06/2015
16:59:01

17/08/2015
6:59:35
V208/2015

16:59:44

17/06/2015
17:11:25

7| tnksmanju | garden 17/08/2015
17:11:30

8 | ran garden 17/08/2015
hh7:18:10

Figure:2 Search history.

Each image is given a rank based on the popularity of the
image. This appears to the users when they view the image.
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PRIVACY POLICY INFERENCE OF USER-UPLOADED
IMAGES ON CONTENT SHARING SITES

[ oeremares 0

Welcome to Admin

Rk [8] Rating - % 0 Rank (7] Rating - % K

Image Added By Rakesh Image Added By -mismanju

Image Policy Al Image Policy - [Contentmage

Rank [6] Rating - % Ranlk {6] Ratmg - ¢

Image Added By Image Added By

Image Policy : Metadata/mage Image Policy - [Content

Figure: 3 Ranking of imageé.

When a user tries to upload an image, he may add some
information along with those images (such as tags, content
and metadata). He is also required to select the policy of the
image.

PRIVACY POLICY INFERENCE OF USER-UPLOADED
IMAGES ON CONTENT SHARING SITES

ESTN

Welcome to Admin Image Uploading !!!

ERETE
Figure: 4 Image uploading.

A user may search for images based on a few categories,

content, tags and metadata.

PRIVACY POLICY INFERENCE OF USER-UPLOADED
IMAGES ON CONTENT SHARING SITES

o

List Of Users !!!

Welcome to tarun

Logoul

Figure: 5 Search options for users.

IX CONCLUSION

We have proposed an Enhanced privacy policy settings
(A3P) system that helps users automate the privacy policy
settings for their uploaded images. The A3P system
provides a comprehensive framework to infer privacy
preferences based on the information available for a given
user. We also effectively tackled the issue of cold-start,
leveraging social context information. Our experimental
study proves that our A3P is a practical tool that offers
significant improvements over current approaches to
privacy.
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